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1
Decision/action requested

It is proposed to add a key issue on the 5G ProSe study
2
References

[1]
3GPP TR 23.752: " Study on system enhancement for Proximity based Services (ProSe) in the 5G System (5GS) (Release 17)".
[2]
3GPP TR 33.847: " Study on Security Aspects of Enhancement for Proximity Based Services in 5GS".

3
Rationale

In TR 23.752 [1], there are L2 and L3 approaches, which are still under consideration, to connect a Remote UE to the network via UE-to-Network Relay UE. From the security perspective, there may be an E2E security between a Remote UE and the network over L2 relay, but it is not true for L3 relay as it relies on the combination of the security on PC5 unicast link and the security on Uu link. If the applied security protections on PC5 and Uu are not aligned, there is a risk to expose raw data in either one of the links. 
This contribution proposes to add a new key issue to study this concern. 
4
Detailed proposal





It is proposed to agree on the new key issue below and include it in TR 33.847 [2].
*************************************** Start of Changes *******************************************
5
Key issues
5.X
Key Issue #X: Security protection misalignment between PC5 and Uu in Layer-3 UE-to-Network Relay
5.X.1
Key Issue details

This key issue addresses how to enhance the ProSe Layer-3 UE-to-Network Relay system to cover a case where the applied security protections on PC5 unicast link (i.e. between Remote UE and UE-to-Network Relay UE) and on Uu link (i.e. between UE-to-Network Relay UE and Network) are not aligned. The security (i.g. encryption and integrity) protections to be applied on PC5 unicast link and Uu link are decided basically based on the provisioned security policies respectively. If the provisioned security polices are different, for example one for PC5 unicast link is NOT NEEDED and the other for Uu link is REQUIRED, then the security for PC5 unicast link will not be activated while the security for Uu link will be activated or vice versa. Thus this mismatch will lead security vulnerability as raw data will be exposed in an unprotected link during the relay communication.
5.X.2
Security threats
In ProSe UE-to-Network Relay system, if the applied security protection on PC5 unicast link and one on Uu link are different, then the relayed traffic may be exposed to attacker in an unprotected link. 

5.X.3
Potential security requirements
The 5G System should provide means to ensure the applied security protection on PC5 unicast link and one on Uu link are aligned.

